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Introduction

We consider three popular random graph models for large-scale networks:

Results
System with
Communicating Sensors
Power Grids

Transportation
Systems

! " + $ = &!(")

Erdos-Renyi

Complexity Analysis
Theorem: Finding the smallest number of nodes to make trusted in order to
provide resilience against adversaries is NP-hard.
• We prove this by reduction from the “Set Cover” problem.
Implication: There is unlikely to be a fast (polynomial-time) algorithm to
solve this problem optimally.
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Goal: Estimate state of
system in presence of attacks

Conventional Solution

The result is a
dense network with
several redundant
components.

Augmenting the robustness
of the overall network via
additional nodes and
communication edges.
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Trusted Nodes
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The set consists of 14 elements
and there are 5 subsets.

Understand how to best select trusted nodes in a network in order to make the
system resilient against attackers.

Prove our problem is
computationally hard
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Non-source Nodes (Elements)

Greedy Algorithm
Given an LTI system, connected network +
(without trusted nodes), r (indicates how many
adversaries need to be tolerated) [2]

Is + resilient against
the specified number
of adversaries?

Our resilience
condition is related
to a graph property
known as “strongly
r-robust w.r.t. S with
trusted nodes”
Yes

Find the node that enables the largest number
of remaining nodes to resiliently estimate the
state; make that node a trusted node
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Propose a greedy
algorithm

Study the performance of the greedy algorithm
based on three random graph models for largescale networks
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Approximation ratio is
(greedy
algorithm performs very poorly)

• Unless P = NP, there is no polynomial-time algorithm for the Trusted Node
Selection problem.
• Proposed greedy algorithm and analyzed its performance on three
common random graph models.
• Preferential attachment networks require fewer trusted nodes than ER
networks and geometric networks (based on our algorithm)
• It is unnecessary to make hub nodes to be source nodes in the Preferential
Attachment random graph model.
Above findings provide important insights into the design of networks and
algorithms that are resilient to cyber-attacks.
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Analyze the performance of the greedy
algorithm in certain network topologies

Alternate choice of source nodes:
Choose the nodes with highest
outgoing degrees as source nodes
Alternate algorithm:
Choose the nodes with highest
outgoing degrees as trusted nodes

Conclusions

Return trusted nodes
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Number of trusted nodes: Preferential Attachment < Erdos-Renyi < Geometric

No

Objective

Contain “hub” nodes
with a large number
of connections.

2

Alternate Solution
An alternate means of achieving attackresilient consensus via the incorporation
of “trusted nodes” in the network [1].

Nodes are
connected based
on special distance.

Source Nodes (Subsets)
1
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Each edge in the
network appears with
a certain probability.

Trusted Node Selection Problem

Set Cover Problem
1

• To control complex systems (e.g. power grids, gas turbines, transportation systems),
we need to monitor their state dynamics.
• Consider a linear time-invariant dynamical system whose state )(*) is monitored
by a network + = ,, ℰ of N sensor nodes.
• Each node / has measurement 01 (*) = 21 )(*).
• Each node must estimate the state ) * (asymptotically).
• What if some sensors are compromised by adversaries (e.g., via cyber-attacks)?

Preferential
Attachment

Geometric

Approximation ratio is 1 (greedy
algorithm finds optimal solution)
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