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Abstract—The decenbralized and ad hoc nature of peer-lo-
peer (P2P) nelworks means that both the struclure of the
nelwork, and the content stored within il are highly variable.
Real-world studies Indicate that only a small number of peers
remaoln persictent over slgnificunt time periods, and thal the
percelved imporiance of abjects stored in the petwork, measured
in ferms of 2ecess or upidale frequency, may not lollow s uniform
distributlon,

In this poper, we present WARF, a P2F systemm that explofts
these distinctions as an inlegral part of s design. WARP employs
a novel faolt-tolerant mechanism to manage the dynamic notare
of node arrivals and depariures by allowing multiple physical
nodes Lo service data mapped fo a single node in the overloy.
Moreaver, the overloy supporis different query Lypes, distinguish-
ing queries (o popular or valosble dota from queries 1o unpopular
or lesy vaflunble data. o

We prove via a rigorous stochaslic annlysis that any query,
regardless of type, will be, successfully serviced with high prob-
ability. Furiher, we show that Ror a nefwork with N nodes, the
hop complexity of the protocol Is Ofog V) with high prebability.
‘We nlso define bendwidth complexity, a measure of congestion at
any node, and prove that it is O(log™N) wilh high prohability.
Ye provide a delailed simulation of the system and show that It
conforms closely to our theoretical gusrantees.

I. INTRODUCTION

A P2P networked system is a collaborating group of Intemet
nodes which overlay their own special-purpose network on
wop of the Intemet. Such a system performs application-
level routing on top of IP routing. These systems, like the
Internet itself, can be large, require distribuled control and
configuration, and have 2 routing mechanism that allews
each node to cammunicate with the rest of the system. P2P
networks are emerging as ¢ significant vehicle for providing
distributed services (e.g., search, contenl integration and ad-
ministration) [6], [7], [10], [20]. Some of the benefls of these
Syslems are: decentralized compuling (e.g., search), sharing
data and resources, and serverless computing [2). Various
research proups have recently designed a variety of P2P
systems including those that support fast look-up services
[4]. {23], provide large-scale network storage [15], anonymous
publishing [7], and application-level multicast [S].

An important feature of P2P networks is their dyramically
chanping topology (4], [11]): peers enter and leave the pet-
waork for various reasons (including failures) and connections
may be added or deleted at any time, Recent measurement
studies [29], [30) show that the peer wmaraund rate is quite

high: nearly 50% of peers in real-world networks can be
replaced within an hour, though the total number of peers
in the network is relatively stable. These studies also indicate
that P2P newworks exhibit a high depree of variance in terms
of the traffic volume, query distribution, and bandwidih usage
gencrated by peers over lime, and that many node and data
characteristics may follow Zipfian or lognormal distributions
[19; .

Thus, to be useful, these systems must address a number of
important and complex issues that ensure efficient and reliable
rouling in the presence of a dynomically chanping network:

1) The overlay must exhibit good topologicnl propcru‘es
(e.g., connectivity, low diameter, low degree, ele, Jeyen
if the composition of the underlying physical” netwotk
cxhibits sipnificant change.

2} Queries for data objects in the systern must be Sew:cedr tagil,

efficiently, and should scale with nerwork size. Thus,"
non-scalable techniques such as nerwork broadeast or
flooding [8], [24] which may be appropriate in more
constrained centralized envirgnments, would be ineffec-
live for wide-area deployment.

3) Because the sysiem dynamics of these networks is also
highly asymmetric with only a small number of peers
persisient over ignificant lime perivds, providing fault-
talerance in the presence of mostly short-lived peers is
essental.

4) The decenwalized and ad hoc nature of these networks
means that both the struciure of the network, and the
content stored within it are highly varigble. Devising an
overlay scnsitive to the siatstics of node characteristics
{such as bandwidth, serving capacity, and “on" times —
duration of connectivity) and of temporal characteristics
of queried objects (such as access frequency and update
frequency) is therefore critical.

These issues have each been addressed sepamately to some
degree in previous work. For example, Ledlie er. al [16]
discusses self-organization schemes for P2P systems driven
by changing global claracteristics of the network (issue 1).
Fandurangan et al. give 4 protocol to build cornecied, low-
diameter, constant degree unstructured P2P networks [21]
urder 2 realistic dynamic setting (issue 1). Structured P2P
systems such as Chord [4], CAN [23), Pasuy {26], Tapestry
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[32], Viceroy [IE] and the Plaxton er al. protocol [22] vse
distributed hashing to tightly couple the content of an ohject
with the node in the P2P overlay where it shonld reside,
enabling search algorithms to scale efficiently with nelwork
size (issue 2). Aspnes er al. [3] gives a generaf scheme
to construct an overlty network by embedding a2 random
graph in a metrc space (issue 2). Cohen and Shenker [8)
discuss replication stralegies for improving performance in
unstructured P2P networks such as Gnuiella and Freenet (issue
2). Saia er el [27) discuss techniques lo improve fault-
lolerance by devising a topolopy that creares multiple highly-
redundant routes among peers; Liben-MNowell er. al. [17]
presenis mainlenance protocols thot comtinuously repairs a
Chord overlay as nodes [eave and enter the system (issue 3).
Xuer. al. [31] defines a two-level overlay (o ke advantage of
node and bandwidth helerogeneity in the underlying physical
network; Knaza [13] uses a mult-level overlay for similar
reasons {issue 4).

In this paper, we present WARP, a novel peer-to-peer
sysiem that explicitly addresses each of these issues as integral
features of its design. Among the efforts cited above, WARP
is closest in spirit to the virtual content addressable nerwork
described by Fial and Saia (9] and Saia er. al [27]. For
an O(N} sized neiwork, they define 2 O(logN') latency and
O(log® N} degree fault-tolerant overlay, Their work guarantees
thal a large number of dala items are available even if a large
fraction of peers are deleted, bnder the :fssuﬁnplion that, in exch
time step, the number of peers deleted by an ndversury must
be smaller than the number of peers joining. WARP, on the
other hand, guarantees that every search Succecds with high
probability! at any time, rather thon simply a large fraction,
assuming 2 natural and general M/G oo model [25](i.c., the
holding times of nodes can have any distribulion, and is thus
miich more general than, for example, the M/M foo model
of {21]). The construction of our overlay is also simpler as
described in 1he following section.

The remainder of this paper is struclured as follows. The
next seclion presents an overview of the system. Section ITL
describes the overlay and the query protocols. Seetion 1V
analyzes its complexity. Section V prescenls simulation results
that validate our theoretical bounds. Conclusions are given in
Section VI.

II. OVERVIEW

The WaRP overlay is defined as an embedding of k copies
of a complete binary tree on itself in o random fashion- Nodes
which correspond to a root of the tree are desipnated to hold
highly valuable dala. Non-roots serve as caches for root nodes,
and may hold less valuable data. We leave unspecified the
mechanism by which nodes are mapped fo verticies in the
praph, observing that regardless of the exact algorithm used to
formulate the mapping, there is no fixed a prior determined
roule behveen the source of a query and a targel since any
nede, incleding o root, may leave the overlay at any time,

I Throughout this paper wh.p. (with high probebility} denates probability
at least 1 — N2, for some canstast b > 1.

WARP's assymelric overlay structure make it reasonable
to expect that nodes with high availability and bandwidth
characteristics pet mapped to roots or nodes near them, and
that nedes with poor avaitability and bandwidih get mapped
to leaves. While devising effective mappings js likely o be
imponani in practice, our analysis does mot consider node
heterogeneily in deriving the overlay's latency and complexity
bounds. Indeed, we show that even with wniform random
placement, the suucture of the overlay provides safficient
redundancy to support an efficient query protocol that ensures
any request will be successfully serviced with high prabability.

Queries are logically classified as ejther centralized, for
queries that larget data stored on a ropt, or distribuied, for
querfes that access date on non-roots using a content-based
distriboted hashing scheme [12). A cenmalized query could
be internally generated by a non-root node in response to a
distributed query targeted to it. This may occur if the target
does not have the dma of interest because of insufficient
storage (i.e., cache miss), or if the data is never siored locally
{i.e., it is non-cacheable). We nssume Lhat applications running
on WARP initially determine the query class to which a
pariicular data object belongs. Although we only consider
ceniralized and distributed queries here, there is no renson why
mare refined classes cannot be supported. For example, objects
which are inilially the wargets of centralized queries may over
time be reclassifed as targets for distributed queries if their
imporiance to the application diminishes. Such refinements
add no interesting complieations to the protocol or analysis.

When nodes depart the WARP overlay, they leave a hole in
the graph that can be subsequently filled by a replacement.
Informally, a hole represents a placeholder that can be accu-
pied by a pumber of nodes. Any node in the set of nodes
which cover a hole can service queries for dalx mapped to
the hole. The cznlinality of this set, k, defines a measore
of the fanlt-tolerance provided by the overlay. Data mapped
1o a hole is thus replicated on the &k nodes which cover it,
Although & is a tunable parameter of the nelwork, we show
that small %, logarithmic in the towl number of nodes in the
underlying network, is sufficient to ensure thot at least one
path exists from a query source to a root for both centralized
and distritmted queries, with high probability.

Support for high availability and fauli-tolerance is an im-
poront distingnishing design feature of WARP; the same
mechanism used 1o ranage the dynamic nature of node arrival
and departures also permits queries to be serviced successfully
with high probability. The topology of the network achieves a
high degree of fault-tolerance in two ways: (1) the embedding
ensures that every dala object is recorded in each of the tree's
k copies; (2) a given node connects to a distinct purent in each
of the tree’s k copics.

Latency and bandwidth overheads are measures of ihe
network’s efficiency in servicing a query. Latency overhead
measures the cost of resolving a query in terms of the number
hops token by a query from source to wrget Bandwidih
complexity measures the number of messages serviced by a
piven node in a fixed time interval. Traffic complexily bounds




are not immediately obvious if queries can targel nny node.
For a single tree, O(n) queries may need w be serviced by a
single node in a fixed time interval. However, we show that
by exploiting the structure of the embedding in which there
are multiple random paths connecting nodes found in different
subtrees, and by adding a small number of links among nodes
in nearby subtrees (j.e.. enforcing a small-world like network
structure [11], [14]) to improve convergence, the system need
only provide bandwidth for nodes to handle O(log® N} queries
at each timestep.

A. Example

To motivate WARP's design, imagine a distribuled service
that provides real-time information on stock prices. A client
iniliates a query o some node using a distributed hashing
scheme; the hash may be compuited based on the stock symbal,
and the message may define whether a realtime or delayed
quote is desired. The target node generates a centralized query
for realtime quotes to a root. To ensure scalability, there is no
point-to-poinl connection belween non-root and root nodes;
thus, centralized queries propagale through the network in
the same way that distributed gueries do. Delayed quotes are
cached on non-roots and periodically refreshed. Since prices
may frequently change, it is critical that there is some globally
consistent view of what the latest quote is among all users
of the service; this view s provided by centralized queries
serviced by the systemn's rools, and initialed by ather nodes in
response (o client queries. T .

Ly L.
.

III. THE WARP OVERLAY NETWORK AND PROTOCOL! '

Our protacol is based on an underlying randomized topol-
ogy defined as follows. Consider a graph G = (V, E) of sizz
57 determined by embedding & copies of a complete, size S
binary tree T' on itself in a2 rmodom fashion as explained below.
Assume that venices of T are labeled by a unique number
according to a simple scheme: level i (i = 0 comesponds
to the root) in a tree is numbered by 2 — 1 10 2(2 - 1)
in a left to right fashion. A node® 7,1 € 7 € 5, i
G has o label called the node-id which Is 2 k-tuple where
the ith component correspands (0 a numbered vertex in the
tree T'. The k& componems of a node-id are determined by
independently sampling uniformly ot random? from 1 to S.
We say that the node covers the tree verlices corresponding
to its k components. The nodes which cover the root (i.e.,
have 0 in any of its components) ere called roor nodes. There
is an edge between two nodes * =< z,...,7x > and
Y=< Y,..., Yk > if forsome 1,7, 1 € 1,7 < k, there is
a tree edge between z; and y; or z; = y;. We say that z is
a parent (or child) node of ¥ if for some 4, z; is the parent
{child} vertex of some y; in the tree. We call these edges
randomn edges ond the adjncent nodes as randoem neighbors.

Ynformally, § stands for on eslimate of the number of peers in the notwork.

IWe use Lho term nade o denole a peor of he overlay. We reserve e 1w
verrex for the verees of Lhe ee

Wz assumc sampling with replacement for simplicity af analysis, although
in praciee it wonld be more cfficicnl to da sompling without replacement.

Fig. I. A simple overlay graph with & = 2 In this graph, nodes labeled
< 0,3 > and < G,0 > are rools, Only mndom edges arc shown.

In addition to the random edges we have the following,
somewhat, non-intuitive set of edpes. Let the level of a vertex
z be ! in tree T, Further, let T(p;(z)), 0 <i <! —1 denote
the subtree of T rooled at the ith ancestor of = (Oth ancestor
is the root of the tree), but not including Lhe subtree hanging
from § + 1 iself. For example, T(p;_(z)) denotes the tree
rooted at the parent of z, but excluding the subtree hanging
from z liself. We call these ancesror subtrees. For each veriex
z in T, we have an edge between z and a random node in
each of the trees T(p;(z)), 0 < 1 < 1. We call these small-
world edges and the adjacent nodes as small-world neighbors.
Two nodes = and y have an edge between them if thers is a
small-world edge between a vertex covered by  and a vertex
covered by y (or if they share a common vertex).

The motivation comies from [14]; these edpes in our scheme,
as in that paper, are crucial ip rouling. However, there is an
important difference: in [14], the "long-range™ edges reduce
the latency or the hop complexity of routing; in our scheme
they help in reducing the bandwidth complexity (defined
precisely in section TV), Intuitively, small-world edges allow
routing of messages among nodes (o bypass nodes at higher-
levels in the tree, thus avoiding network congestion at roots
and nodes close to them. In the above graph, if there is a
small-worsld edge between vertex 3 and 6, then there will be
edges between the node with nade.id < 3,5 > and nodes
with node-ids < 6,0 > and < 4,6 >. Similarly, there will
be edges beoween the node with node-id < 0,3 > and nodes
wilh node-ids < 6,0 > and < 4,6 >.

We call u veriex in T° 1o be occupied if there is a peer
or node in the network (i.e., a live peer) which covers this
vertex, i.c., the vertex is one of the components of its node-id;
otherwise we cail it to be a /iole.

A. Joining and Leaving the Network

An incoming node (say v) chaoses a k-tuple node-id where
each component of the tuple is an independent random sample
between 1 and S 5. Because of the numbering scheme, ¥ can
determine (by itself) the node-ids of its (potential) random
neighbors. The node-id's of small-world neighbors is chosen
by v as follows: for each component vertex in the node-id, its
small-world neighbors are chosen by sampling uniformly at
random from the vertex numbers of the comesponding ancestor

3IF v dots not knew S, it c20 fInd our an secumte estimate with high
protability; sce Scelion 1V,




subtrees; Lhis is easy, since the ree numbering is known. Thus,
v determines the node-id’s of ils (potential) neighbors without
any global knowledge.

Then, v contacts any one of the nodes in the nerwork
(found by some external mechanism ) and uses the distributed
querying pratocol (see Section ITE-B) to find its neighbors (i.e.,
their IP addresses) and joins by connecting to them. For every
companent vertex in its nade-id, data is copied from any other
nade which shares this vertex.

A node can simply leave the network at any time; the node’s
dam need not be transferred.

B. Querying Schemes in WARP

The WARP protocol supports two types of gquerying
schemes: cemrralized and distributed. Centralized queries go
to one of the roots. The protecol is simple: a node sends a
query 10 one of its live ancestors nodes which in turn forwards
it 10 one of its ancestors, till a root node is reached. If all the
ancestors of a node are not live (all the corresponding vertices
are holes), then the query fails.

Distributed queries are handled by a distributed hashing
scheme with 2 randomized routing strategy as follows. The
data (or key) is hashed to a random number between 1 t0 S
and insered to all nodes having this number in any one of
the components of its node-id. 7 Query for this data is thus
direcred 0.2 node with one of itls components equal (o the
data's hashed value. Actunlly; since all-nodes sharing a vertex
id are connected to each other, search-will succeed even if
only one node covering this vertex:3s livé in the network. This
is easily achieved because of the' unique numbering scheme,

The routing for distributed. queries is handled as follows.
Suppose we have a query from a source node 7 to a target
date hashed to a value £. Pick any vertex & covered by 1.
Assume ¢ is not in the subtree rooted at 5. Let {ea(z, £) denote
the Teast common ancestor of z and ¢ in 7. Lev T(lca(z, £))
denote the subtree rooted at lea{z,?) excluding the subiree
(rooted ar lea{z,t)) contining z itself. The routing uses the
small-world edges crucially — ig step 22 they puarantce a
neighbor in T'(lca(z, t)). In step 2.2, 7 itself can cover a vertex
in T(lca(z,t)), in which case the step is trivial. Note also
that the numbermg scheme easily allows us to find 7. For
simplicity, when we say "'o neighbor of a vertex we mean a
node covenng the neighbor of a vertex.

lz=a

2 whilcz# ¢t do

21 il ¢ is in the subtres rooted at z then
2.1.1 route 10 £ via Lhe unigue path to £
212 break

22 if there is a live neighbor

B For cxample, in Gnutella [10] there is a central server that maintain list of
st IP addreases which clients visit (o ge2 enlry points inio the P2P nelwork:
for cxample, frp:/wwaignufrog.con is 3 websilc which maiptins o list of
aclive Gmanellz servanls. New clients can jain the network by connectiog 1o
one or more of Lhese servanls.

11 will follow from our analysis (4.4) tha this replicasion scheme gicyn.
lees nvnilabikity of dala whop a1 any point af Gme.

of = (say y) in T({ca(z, ) then
(If there is more thon one such neighbor
choose one of them randomly)
221 send query to ¢
222 T=y
23 else
2.3.1 iF parent(z) is live
send quecy to parent(z) in T
% = parent{z)

232 else
send query to r, a andom neighbor of =
r=r

3 endwhile

TV. ANALYSIS

In evaluating the performance of our protocol we focus on
the long term behavior of the system in which nodes arrive
and depart in an vncaordinated, and unprediclable fashion. We
model this setting by a slochastic continuous-time process: the
arrival of new nodes is modeled by Poisson distribation with
rate A, and the duralion of time a node stays connecled 1o the
network is independently determined by an arbitrary distribu-
tion G with mean p. This is also called the M/G /oo model
in quening theory. Recent measurement studies of real P2P
systems [29], {30] indicate that the above model approximates
real-life data reasonnbly well, especially since the holding

time distribution is arbitary. (these studies indicate that the .. oot

holding times may follow Zipfian or lognormal distributions). .

The Foisson model has been used in {17] to motivate the /ralf-

life concept and i anolyzing the dynamic evolution of P2P, i

systems.

Let G be the network at ime ¢ (Gp has no vertices). We are
interested in analyzing the evolution In time of the stochastic
process & = (Ge)rpo. Since the evolution of G depends only
on the mtioc A/u we can assume wlo.g. that A = 1. To
demonstrate the relution between these parameters and the
neiwork size, we use N = A/p throughout the analysis. We
Justify this notation by showing that the number of nodes
in the neiwork rapidly converges to N. We use the notation
G = (V;, E;) be the network at time &

Throughout our analysis we use the Chemoff bounds for
the binomial and the Poisson distributions. Let the random
variable X denoite the sum of n independent and identically
distributed Bemmoulli random variables each having 2 proba-
bility p of success. Then, X is biromially distributed with
4 = np- We have the following Chemoff bounds [1): For
0<i«l

Pr(X > (14 8)p) < e™nb /3
Pr(X < (1 - 8)p) < e~#5'/2

We have identical bounds even when X is o Poisson random
variable with parameter p.

The following theorem characierizes the network size and
is a consequence of the facl that the oumber of nodes at
any time £ is a Poisson distribution (despile the fact that the




holding times follow an arbitracy distribution) [25, pages 18-
19}; applying the Chermnoff bound for the Poisson distribution
gives the high probability result. We omit a formal proof here.

Theorem 4.1 (Network Size): 1) For any t = (N},
whp. (V] = O().
2) If 4 - oo then wh.p. [V;| = N £ o{N).

The above theorem assumed that the ralio ¥ = Afp was
fixed during the interval [0,t). We can derive a similar result
for the case in which Lte ratio changes to N/ = X /p' at time
T.

Theorem 4.2: Suppose that the ratio between arpval and
depaniure rates in the network changed at lime 7 from N to
N, Suppose that there were M nodes in the network at time
7, then if £2% — o0 wh.p. G has N? -+ o(N*) nodes.

The following lemma is a consequence of the randomized
construclion of the overlay lopalogy. Thus the high probability
bounds are with respect to this randomization.

Lemma 4.1: Let 8§ = B(N) and k = ©(log N). Then

1} The number of node-id$ covering a given vertex is
S(log N} w.h.p.

2) The routing table size of any node is bounded by
Oflog® N} wh.p.

Prool:

1) There are § rode-ids geperated by random sampling. Lat
Y; be the indicator random variable for the event that
node-id j covers a given vertex v. Then Pr(Y; =1) =
(1 — (1 —1/8)*). Thus, by linearity of expectation, the
expected number of node-ids coverinp a given veriex is
S(1 - (1 —1/85)%) = ©(log N). Applying the Chemnoff
bound pives the high probability result,

2) Let £ = {z;,...,%;) be a node-id of a node. The
number of random edges incident on this node is
O(3klogN) = ©(log? N) since cach vertex z; is
adjacent 1o at most 3 ather vertices of the tree and each
is covered by ©(log V) nude-ids w.h.p. There are log §
number of small-wotld neighbors of a given venex.
Thus, the number of small-worid edges is bounded by
&(log Sklog N) = O(log® N) w.hp.

O

The following theorem follows from Lemma 4.1 and The-
orem 4.1_

Thearem 4.3 (Routing table size): At any time & such Lhat
t/N — oo, the routing wable size of any node (or the depree)
is bounded by O{log® N) w.h.p.

We state o key theorem about the presence of holes in our
pratocol.

Theorem 44 (Occupaucy of Holes): Let § = cN, for some
positive constant ¢ and let'’k = alog N, for a sufficiently large
constant a. Then, at any time £, suech that /N — o0, w.iLp.
every vertex in the oveclay network is eccupied.

Proof: When t/N -3 co nodes depart the nctwork eccording
lo 2 Poisson process with rate 1. Also from theorem 4.1, w.h.p.

the number of nodes in the nerwork js at least N —o{N)). Since,
every hole has an equal probability of getting filled at any lime
step £, the probability that a verex is nol covered is al mosL

(1~ G- (1 — o1/N)) < ePL—D < 1/N?

for a suvimble choice of constant g. Applying Boole's
incquality, Lhe probability that na vertex is unoccupied is at
most 1/N. 0O

The following theorem on the success probability of a query
is 2 consequence of the previous theorem and the way nodes
link 10 each other.

Theorem 4.5: Let k = O(log V). Then for any time ¢, such

that /N — oo, wh.p, any ceatral or distributed query will
be successful. Furthermore, the number of hops needed is
O(log N) w.h.p.
Proof: We focus on centralized querying. The proof for
distributed querying is similar. Consider a query emanating
from the node z with node-id (2, ...,Z¢). This query will
be successful if there is a path 1o one of the root nodes. In
terms of the underlying tree T, this will accur if there is a
path from any of the z;'s to the root, in particulnr the path
P = =z, pareni(z,),-- ., root. From our previons theorem,
since every hole of the tree is occupied w.h.p. avery vertex in
P is covered by some (live) node in the nerwork. Furthermore,
from our construction of therandom edges, there is an edge
between any node covering a vertex 1o’ any node covering the
parent of the veriex. Thus, w.h.p the query will take O{log N).
a

The above corrollaries also imply the following thecrem on
the conneetivity and diameler of the network.

Corpllary 4.1: Let & = O{log N'}). Then for any Lime ¢,
such that ¢/N =3 oo, the network is connecled and has a
diameter of OQog V) w.h.p.

Corolfary 4.2: Let £ = O(log N). Then for any time 2,

such that ¢/N — oo, the work needed when a node joins the
etwork is Offag®N) w.h.p.
Proof: For each veriex component in its node-id, an incoming
node has to Iocate a node covering this veriex; then it can find
all the random neighbors comesponding to this component.
Since there are OlogN) components w.h.p. and fnding
neighbors corresponding to one component takes O(lagh)
lime (Theorem 4.3), the total time needed to find all random
neighbors is O{log?N). Since there are O(log?N) small-
world neighbors a similar arpument yields the respll. O

Remarks. We conclude with important remarks about the
protocol, its implementation, and exiensions.

I} From the proof of the above theorem it is clear that

we need only 4 “reasonable’ estimate (upio a constant
factor) of the newwork size, as alluded to before. Then




choosing & = O(logn} will still be sufficient to puar-
antee the theorem. Thos, henceforth, we assume that
§ = e, where ¢ > 0 is a conslant.

2) When an incoming node joins the network we assumed
that it knows S (Section TO). This is actually not
required: a node ¢can sample a smail subset of nodes (for
example, by first contacting 2 node and then searching)
and use Theorem 4. 1. It is not difficult to show that only
O(logN) nodes need 1o be searched to pet an accurate
estimate with high probability.

3) The idea used in WARP (Theorems 4.4 and 4.5) can
be applied 1o other underlying topologies s well; thus
il can be used to “convert” any static topology into a
dynamic fault-tolerant network. For example, we can
show thai applying the scheme (o a butterfly network
(i.e. the underlying template topology is a butierfly
network instead of a tree} yields o O(logV) laency
{i.e.. every search succeeds in O(logN) time w.h.p.)
and O(log? N} degree netwark. This is an improvement
in the degree size over the network of Saiz et al, {27)
as described in Section 1. Thus, the odditional O(logN)
factor in the degree of WARD is due (o the presence of
the small-world edges which are needed for reducing
bandwidth complexity, as described in the following
section, and not required for providing fault-tolerance
PEr Se.

;= e+ “We explore an interesting variant of the WARP pro-

' 7o tocol which has O(log® V) degree in Section V. This

~. .scheme reduces routing table size from S{log® N) 1o

.. ©(log?N) by allowing edges between two nodes z =<

' '-I-zll"'lzk > and y =< V- e > 0ﬂ|}' if alﬁjskj
such thal there is a tree edge between z; and y;.

4) Itcan be shown that bad events (such as the network size
exceeding S) happen with minuscule probability. In such
cases, temporary remedial measures can be taken such
as generaling new node-ids (by random samphng) or
rejecting new connections lill the siwation self-comects
iiself, Our analysis can be extended to handle such
situations.

A. Baudwidth Complexity

We define the bandwidih complexity of the praracol as
the worsl-cose expected number of queries that go throngh
any nede (ie., use the node as an intermediate node) in
a Uime step. We assume a uniform query distribution for
unalyzing distributed querying ¥: I queries are generated per
time step, one per node, each query has a random destination
independent of other queries. This is a natural distribution to
analyze for lwo reasons: ¢1) the query rate, i.e., the nurnher
of queries per time step is much more than the rate of change
of the network (i.., the amival and leaving rate), and every
node is likely to generale & query in the worst case (2)
under uniform bashing it is tensonable for a query to have

3The bandwidth complexity of coniralized querying is Q1) since we
assume that queries tat go 1o the roots can be aggregaled.

a random destiration if queries are for different datn, which
is the appropriate scerario for doing a distributed search as
opposed 10 a centralized search.

Let () be the number of queries that use & as an interme-
diate node under uniform query distribution (in one time step).
Then the bandwidth complexlty is B = mazse VE[Q (=)]. We
show that B is Oflog? N) for our protacol. This is somewha
non-intuitive — although it appears that the top nodes (near
the root) will get O(N) queries, this happens with very law
probability: most of the queries converge o their destinations
by using the small-world edges, and thus aveiding the "'usual”
route of going through the top nodes. We also show, that
using the random edges alone does not guarantee low traffic
complexity, This is becouse, since the edpes are randomly
distributed, only the ancestor subtrees which are farther away
from the destination are favered. On the other hand, the smail-
world edges favors all the anceslor subtrees uniformly.

Theorem 4.6: Let & = OflogN) and § = N, for a
constant ¢ > 1. Al any lime ¢, such that ¢/N — oo, whp the
bandwidth complexity of the protocol is B = Oflog® N) for
distribuled querying under the vniform query distribution.
Proof: Since theorem 4.4 guarantees that w.h.p. there will
be no hole in the network, it is enough if we shaw w.hp. the
bandwidth complexity is O(log® ) assuming no holes.

We calculale the sumber of queries that.go through an
arbitrary node i, with respect to each vertex:it.covess. Let
i cover a vertex = in level 1. We denote the deft subtree and
the right subtree of = in T by Ti{z) and Ti.(z} respeclwely
Let h = O(log N) denote the height of the tree; T ;

We calculate case by case the expected number of quene.s
that po throvgh 1 depending on the source and destination
of gueries. We count the queries that go through i due to i
covering z; the total (expected) number of intermediate queries
through i is muldplied by & since 7 covers & vertices.

» Case 1: We consider messages that have destination in the

subiree of z, ie., the target value is hoshed to a vertex
that is in the suburee rooted at =, There 2re two subcases
depending on the origin:
(a) origin in a node (say a) which is in the subtree rooted
at z, ie., 5 covers a vertex (say y) in the subtree raoted
at z. Without loss of genemlity, let the message originate
in Ty(x) and its destination be in T(z} (otherwise the
message will never go through 7). Then the message will
go through z if the small-world edge connects g to = (in
T') and i is chosen (among all the nodes covering ). The
expected number of messages is bounded by

o 2" ~i=1 Joh—t-1 1 1 __ 1
2= Q(logN)  Oflog N)
{b) Messapes which originate in

T(p1-1{z)),...,T(po(x)). The expected number
which go through = is bounded by:

25—t e N

o=

) =O(log N)




since the messape will pass through =z if it reackes z or
any of the ancestor nodes of z.

e Case 2@ Messapes which have destination in
T(pi—1(2}), .-, T(po(z)). We note that only messages
that originate in T(p;(z)} with destination in T\(ps(z)),
where 7 > 4 have a chance of gening routed through
z. Consider such messages. The expected number of
messages that go dwough z is upper bounded by (note
that messages that end in Ti(z) and T, (z) do not get
routed through z)

Tis e (5 T oy Wl e )
= O(log® N)
Since z covers O(logN) vertices w.hLp. the total upper
bound is O(log” &).
W]

B. Wity small-world edges?

We show that just having the random edges alone is not
sufficient to guarantee polylogarithmic bandwidth complexity.

Theorent 4.7: Let k= O(log N') and assume that we have
only the rardom edges. Then at any time ¢, such that /N -
oo, the wzffic complexity of distributed queqvmg is Q(N}
under the uniform query distriburion.

Proof: Consider an arbitrary node z which covers.a vertéx-at - <

level 1. We calculate a lower bound on the number of messages
that go through 2. Consider messages which originate in- T3 (z)

- the left subtree of , and having a destination in ]hc;righé:' i
subiree of z. Then the expected number of nodes: which go

through 2 is (j is the height of T)

h—i-1 - h—{=1}
Y- 2" )kd2d2 -
d=1
h=l=1 1oAY :
R (2(1_5)1&) ~ ph~2 =AD" _
d=1
)

ifl= e(y‘logw . @

V. SIMULATION RESULTS

To validate the analysis presented in the previous seelion
and lo oblain an estimate of the hidden constants in the
analysis, we simulated the protocol by varying ¥, the size
of the neiwork, and the parameter k. We implemented a
discrete event simulator in which node arrival and depurture
follows a Poisson distribution. Each simulation run consists
of serics of time steps. Nodes join and leave the network at
the beginning of each time step. Queries are assumed to be
made by randomly chosen aciive nodes before the beginning
of next ime siep, and after all leave and join evenis have been
handled. Queries are assumed to be successful if tkey reaches
the destination; responses are not routed kack to the requesting

node. Adminisiralive messages exchanged between leaving
(joining) noiles, roots and their neighbors are not accounted for
in bandwidth calculations o adhere to the analysis presented.
We consider three cxperimenis. The first studies the fault
tolerance of the overlay under different replacement rates;
the second explores bandwidth and latency complexity of
the protocol; and, the third investigates an aliernative overlay
struclure with lower routing lable size overheatls,

To study the fault wolerant aspects of the overlay, we start
with a network with 2/¥ holes, and subscquently fill it with
N nodes. Such a network can be obtained by construcling a
2N network, forcing I¥ nodes to leave initially. Holes in the
retwork, so oblained, are on average only 50% filled and thus
the probability of having a disconfinuous path is higher than
the network configurations considered so far. The replacement
rate was varied from 0.1 to 0.5. The graphs in Fipure 5 show
the fraction of successful queries over different replacement
counts assuming N = 10* nodes. The replacement count
indicates the number of nodes that remain in the network
beiween consecutive timesteps; high replacement counts thus
imply large change in tie underlying network. Figure 2
indicates that there is enough redundancy imposed by (he
embedding (o ensure 100% delivery when k is (logV).
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Fig- 2. Disiribuled query success characleristics for a nelwork with 50%
holes.

The second set of graphs (Figure 3) measure latency and
bandwidth overhead of the system for distributed queries in
which the replacement rate is 0.1 of Lhe average number of
nodes, j.e., n sysiem in which roughly 10% of nodes, chosen
at random, enter and leave at each time step. On average, NV
queries are generated by N nodes in each time interval. All
simulation resulls are taken over 10 time steps. We consider
values for K, ranging from 2 to 2log/V (base 2). We studied
latency, bandwidth, and failure behavior by varying A from 0.1
to 0.5, but no substantial varinion from the graphs presented
here was found.

Not surprisingly, increasing &k leads to noticeable reduction
in latency, but even with small &, the number of hops required
to service a query is law, logarithmic in the number of nodes.
Latency behavior for centralized queries exhibits similar over-
head.
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We have redraown the graph in Figure 3(b) in Figure 4 leav-
ing out cases for &k = 2 and 4 (o highlight the characteristics
when k is logN and 2{ogN. Because we assume centralized
quenes can be agpregoted, their bandwidih requirements are
casily shown to be bounded by a logarithmic facior in the
number of nodes. The graphs reveal thot the bandwidth re-
quirements imposed by our overlay for distribuled queries is
low if we choose k to be dogN for small ¢. It is clear that
increasing k from 4 1o {ogV results in a remendous reduction
in bondwidth requirements. When & is loglV, the bandwidth
requirements range from approximately 35 messapes/node
for ¥ = 10,000 nodes to 125 messages/node when N =
100, 000. The requirements drop when k = 2{gglV, ranging
from 20 to 40 messagesmode as N ranges from 10,000 o
100,000.

We hove also siudied latency and bandwidth performance
vnder a Zipfian distribution in which a node leaves with
probability inversely proportional to the square of its lifelime
in the network. These results exhibit essentially identical char
aceristics 10 2 Poisson replacement model and are consistent
with our theoretical results which make no assumption on the
type of the on-lime distribution.

‘We also consider an improvement (o the overlay that reduces
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Fig. 5. Dandwidth complexity for disiributed queries (o & = O{cloglV)
for small &

routing table size moinmined by nodes from O(log®N) to
O(log®N). Rather than preserving an edge o every node
covering a vertex, this scheme simply records an edge to any
one of the nodes covering a vertex, leading (o an O{logh)
reduction in state information maintained at each node, Figure
5 measures latency and bandwidth characteristics for dis-




fributed queries under this altemative scheme. The lalency
characteristics of this altemate overlay is marginally worse
than our criginal desipn for k = logN or greater because
failures (i.e. a node having no live neighbor) can occur more
often with the smaller routing tables produced by this scheme,
requiring reransmission of messages. For & = loghN, the
bandwidth requirements imposed by the overlay is slightly
superior ta the original scheme. The primary reason for this is
that the new scheme, unlike the original, no longer guarantees
that every hop in 2 route will lead o forward progress in query
distance; by relaxing this constraint, there is greater dispersion
of queries among nodes in the overlay. We conjecture that the
non-uniform spikes when & = 2 is due (o arbitrary congestion
occuming because of low redundancy in the tree.
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Fig 6.' Distribuied query suecess. shamcteristics for a oetwork with 50%
holes using routing whle size reduction.

Fipure 6 measures the query success characteristics for this
scheme. As we would expect, the smaller routing table size
incorporated in 1his scheme leads to reduced fault tolerance
is £ = 2 or 4. However, there is no significant difference
observed for k = loglV or greater. This is because the overlay
has sufficient resiliency for higher values of & o0 ensure
successful queries even though the number of edges in the
overlay has been reduced by O(logN) facior. These results
pive us confidence that the WARP overlay can effectively scale
in practice.

VI. CONCLUSIONS

This paper presemts WARP, a fault-tolerant P2P system that
is sensitive to the starfstics of node characteristics {(e.g-, on-
times) and query characteristics (e.g., popularity). We believe
this is a first step in designing scaloble and resilient P2P
overlays whose theorelical properties conform closely Lo real-
world behavior. We have not explicitly taken into account the
statistics of other kinds of salient characteristics such as guery
access and update frequency or node capacities. Real dara
implies that these may follow a Ziphian disuibution [28], [25].
For future work, we inlend (o incorporate these nolions as part
of aur analysis.
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