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Abstract— Wireless reprogramming of the sensor networkunds of single hop reprogramming to completepragram
is useful for uploading new code or for changing thhe multi-hop network. Second, multi-hop reprograngn

functionality of the existing code. In recent yeathe
research focus has shifted from single hop reprogriag to
multi-hop reprogramming primarily because of itseaf
use. Practical experience from a multi-hop sensiwaork
for monitoring water pollution, called CSOnet, degd in
South Bend, IN, indicates that single-hop reprogréamg

protocols like Delug¢3], Freshe{6] and Strean5] spatially
pipeline the code transfer (also called spatialtipleking)
and thus reduce the time to reprogram the netvildr&t is, a
node does not need to completely download the ondge
before starting to send the code to its neighbdtsese
protocols divide the entire code image into pagassisting

may be preferable under certain conditions to mirém of fixed number of packets. When a node completes
reprogramming time and energy. In this, the usés gilwse downloading a single page, it can send that pagether
to a node to be reprogrammed and wirelessly reprogra nodes in the network.
single node at a time. The choice between single dmd But in some deployment conditions, like in combined
multi-hop reprogramming depends on factors likewogk Sewage Overflow (CSO) project implemented in Sdehd,
size, node density and most importantly, link taliies. We Indiana, multi-hop reprogramming can be costlyamts of
present a protocol calleBSream having both single andreprogramming time and energy. In CSO, a multi-kepsor
multi-hop  reprogramming capabilities. We providaetwork, called CSOnet, with nodes mounted onitréiffhts
mathematical analysis and results from testbed rerpats and lamp-posts, is used to collect alerts from mhooinig
(including experiments conducted on CSOnet netwWoaksl sensors planted in the manholes of the municipalage
simulations to give insights into the choice of theo system. The network then forwards these alertsitevepys at
reprogramming methods for various network paramseter major traffic intersections which make distributedntrol
Keywords- Network reprogramming; sensor networks; single decisions to channel the flow to temporary resesved that
hop reprogramming; multi-hop reprogramming; link reliability. dumping the waste water into rivers or lakes caavmided.

) INTRODUCTION At _first glance, it may appear pointless to sgceifithe
relative ease of the multi-hop reprogramming inofawf
Large scale sensor networks may be deployed fog lafbde by node reprogramming. The conditions in which
periods of time during which the requirements frdhe sensor network is deployed may change over time. Fo
network or the environment where the nodes areogepl example, the link reliabilities between the nodes the
may change. The change may necessitate uploadiva network may change because of varying environmental
code or re-tasking the existing code with differeets of factors. When link reliabilities are low, sendingtiee
parameters. The deployed software on a networkmeayl to application image over multiple links imposes a \yea
be changed, to correct software bugs. Wirelesglirden in terms of retransmissions. This increates
reprogramming the nodes is particularly useful beeathe reprogramming costboth reprogramming energy and
network may be deployed over a wide geographicgiore time[J and congestion in the wireless links which may be
and some nodes may be in difficult to reach plaldesvever, better utilized in transferring critical data. Iact, for all
remote reprogramming in sensor n_etworks poses aeve(rrent reprogramming protocols, except Stream twbkads
challenges. First, the reprogramming should be 10G@6be transferred over the network is the entirpliaation
reliable, i.e. each node being reprogrammed shmeddive jmage plus the reprogramming protocol image. This
the code in its entirety. A program image is reflly large exacerbates the problem by increasing the numbpgadets
for the low-bandwidth wireless radio. Therefore,deo that needs to be transmitted re|iab|y through teewvark.
delivery has to be done efficiently to minimize wedant The increase is sometime by a factor of %0
transmissions due to multiple senders and extra This specific problem reared its head in the CSOnet
retransmissions due to link losses or collisiondsoA a deployment where it was observed that the battesiese
sensor node has limited power supply and memoryit$® being drained much faster than the theoreticalutations
important to minimize the energy and memory consionp had predicted. Our investigation revealed that leegaode
for network reprogramming. updates being sent using the multi-hop method vibee
In recent years, the focus of the sensor ne'[WQ*,‘EIprit for parts of the network, particularly tparts having
reprogramming has shifted from single hop reprognarg linear topology and unreliable links. We decidedetglore
(only nodes within the transmission range of theebaode the possibility of judiciously using single hop regramming.

(BN) are reprogrammed) to multi-hop reprogrammid (in contrast to multi-hop reprogramming, in the $nop
nodes in the multi-hop network are reprogrammedabse

of various reasons. First and perhaps the bigghstrdage is
that from a user’s point of view, it is tediousperform many



method, the user visits each node in the deployment fieldi
remotely reprograms it being physically as closeassible
to the node. The severity of the above problemtbas be
greatly reduced because the user goes as closessiblp to the detailed DStream design. Sectid¥ presents the
the node to be reprogrammed to maximize link rditgb mathematical analysis. Sectidnexplains the testbed and the
This reduces the number of retransmissions and ehegignulation results. Sectiox| concludes the paper with the
reprogramming time and energy will be conservechegaly recommendations for a network owner.

hardwired reprogramming (by directly connecting semsor Il.  RELATED WORK

node to the computer via say serial porf) cannotabe In recent years, there has been significant relseaork

substitute for single hop reprogramming to tackie high _. : X
cost of multi-hop reprogramming. For example, ire trfiMmed at developing protocols for reprogrammingseen
CSOnet deployment, since the sensor nodes ardesitam "SWOTks. To the best of our knowledge, all of éesting

' reprogramming protocols provide either single ortinop

top of the traffic posts, it is tedious and difficto bring down reprogramming features, but not both. Importanttisting
the sensor nodes from the traffic posts and manugpload work is silent on the choice between the two apghea for

the code to these sensor nodes. The company rédsjeoits different deployment conditions

multi-hop reprogramming approach based on current
network conditions. The rest of the paper is orpeadiias
follows. Sectionl surveys related work. Sectidh provides

the implementation of the projeidtEmNet LLC in Granger,
Indiandl reports high cost and logistical difficulties i
reprogramming the sensors manually. This mode efaijon
cost EmNet $200 to reprogram each node includipgr8ons
involved and the rental cost of a bucket truck. Mgvto a
single hop reprogramming brings the cost down Egceor of
10 and therefore, economically, the single hop les®
reprogramming appears a good compromise.

n

The earliest network reprogramming protocol XNP [1]

operated over a single hop. The Multi-hop Over #ie

Programming (MOAP) protocol extended this to miugtip

hops [2]. It introduced several concepts which ased by
later multi-hop reprogramming protocols, namelycalo
recovery using unicast NACKs and broadcast of tduecand
sliding window based protocol for receiving partste code
image. However, it did not leverage the pipelingffgct with

In this paper, we present a protocol callEiream having  segments of the code image. The three protocotsdfine
both single and multi-hop reprogramming capabéitiethe state-of-the-art today are Deluge, MNP, angfiee They
DStream is built on top of Stream [5]. It does Batrifice gre all based on the idea of epidemic based reliailticast
the advantages of Stream with respect to code &M \herepy code images are flooded through the netiork
memory footprint We use the terms DStream-SHM ag@ntrolled manner guaranteeing reliability througl use of
DStream-MHM to represent the single and multi-hogsigemic multicast. Deluge [3] was the earliest kaidi down
reprogramming modes of Stream. Using mathematigglne design principles used by the other two. Hsua
analysis, testbed experiments and simulations, Wﬁ"’dmonotonically increasing version number, segmerits

—

valuable inferences about the two
approaches. The common insight that all three gsves that
single hop may be more energy efficient and fasan
multi-hop in some scenarios. For a given topoldgg, cutoff
depends on the link reliability of the links in timetwork.
High link reliability favors multi-hop reprogrammin
However the cross-over point depends on which métrof
interest to the network owner- if it is reprogramgitime,
the cross-over happens at a lower link reliabiijue than
for energy. Second, for networks that are linearc{ose to
linear), single hop reprogramming tends to be fagaince a
single broadcast of the code image can satisfy anfgw
nodes. The actual choice between the two modeslsil be
determined by the human cost of reprogramming & raich
time as in single hop reprogramming. For referenge,
quantify this value for the CSOnet deployment.

To summarize, in this paper, we discuss our expeeién

reprogrammighary code image into pages, and pipelines theereiit

pages across the network. It builds on top of Teidk], a
protocol for a node to determine when to propagatke over
a single hop. The design goal of MNP [4] is to cd®a local
source of the code which can satisfy the maximumbmer of
nodes. The authors provide a detailed algorithmstmder
selection using the number of requests seen bydesas the
key parameter for the selection. They provide enesyings
by turning off the radio of all the nodes that a¢ selected
as the sender. Freshet [6] aggressively optimizesehergy
consumption for reprogramming by allowing a nodesleep
till the code reaches its neighborhood. It alsouced the
energy consumption by exponentially reducing théandata
rate during conditions of stability in the netwavken no new
code is being introduced. Stream [5] uses the iples of

Deluge for code propagation but greatly reduces the

reprogramming time and energy compared to Delugetich

reprogramming the CSOnEta sensor network in the South presents a brief description of Stream.

Bend area of Indianaand our contributions are: There have been some studies which show how Idw lin
Motivate the community to consider situations whsireggle (gjiapilities cause problems in multi-hop networkd.1]
hop method may be more attractive than the cuyrdld spowed that shortest path algorithm in a networtk dassy
view of multi-hop reprogramming. 2) Design a duajnks selects a path with poor reliability. In [1@he authors
reprogramming protocol, DStream that does not 8@mitly  eyajuate Deluge and MNP for different densities padket
increase the code size or the memory footprint aver organizations. But as far as we know, there has beeprior
previous Stream protocol. 3) Through analyticalyork to study the effect of parameters like linkatgilities on
experimental and simulation results, provide a sét tpe performance of multi-hop reprogramming. In théper,
guidelines that help the network owner to choosglsior e show how poor link qualities adversely affectltifop
reprogramming making the alternate single
reprogramming approach attractive.

hop

! Technically this method is singi®de reprogramming. However,
the term single hop reprogramming follows the staiddusage in
the literature.
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Ill.  PROTOCOL DESIGN protocol avoids the entire reprogramming comporfen

A Background and Rationale being transferred to all the nodes ea_ch t_ime thwark needs
S ’ o to be reprogrammed. The exact saving in termseofittmber

Itis desirable to have the sensor nodes equippidtie  of pages transferred depends on the applicationy An

facility of both single and multi-hop reprogrammisg that a application that uses radio communication will neéedadd

choice can be made at runtime based on the curework about 11 more pages if Deluge is used while Stragnadds

conditions (topology, link reliabilities, densitytcg The only one more pagé].

obvious approach is to have two separate reprogiagnm _

protocols (a single hop protocol like XNP and a tifubp C- Design Approach of DSrream

protocol like Stream) stored in each node’s permas®rage Next we describe DStream that can provide bothleing

(external flash) so that it can run the appropriatetocol and multi-hop reprogramming features. Let initialy nodes

when required by loading that protocol from extéfteesh to have Stream-RS as image 0 and the application Stigam-

the program memory. This is not an attractive smhut AS as image 1. Each node is executing the imagedg.c

because requiring a node to store two reprogrammi@ignsider that a new user application has to bectegkinto

protocols decreases the storage (e.g. external ftmsMica2 the network.

is 512KB) for the application running on the nod&ur 1. If multi-hop reprogramming is to be used, in resgoho

proposed approach is to have a single protocol width  the reboot command from the user, all nodes in the

single and multi-hop reprogramming capabilities.iskrg network reboot from image 0. This is accomplished a

single-hop reprogramming protocols, such as XNRewmt  follows:

designed with the ability of propagating the codelaies a.From the computer, the user sends the command to

through the network in a multi-hop manner. Thereftrey reboot from image 0 to the BN.

cannot serve as a starting point for our protobtllti-hop b.The BN executing image 1 broadcasts the reboot

reprogramming protocols like Deluge, Stream andlrgtare command to its one hop neighbors and itself reboots

more suited for this purpose. Since Stream is thst mnergy from image 0.

efficient and fastest among these protocols, wesel&tream c¢.When a node running the user application receikies t
and modified it to DStream, having both single amdti-hop reboot command, it rebroadcasts the reboot command
reprogramming capabilities. and reboots from image 0.

For this paper, the meaning of single hop reprogmamg 2.If single hop reprogramming is to be used, in r@sgoto
is that only a single node, specified by the uséhin single  the reboot command from the user, a single nodeifguk
hop of the BN is reprogrammed. Contrary to whatribene by the user reboots from image 0. This is accothptisas
suggests, single hop reprogramming does not mestnath  follows:
the nodes within the single hop of the BN are rggammed  a.From the host computer, the user sends the comieand

by this approach. This is because the main ragohahind reboot a single node, say nagdrom image O to the
single hop reprogramming is to avoid reprogrammioges BN.

which have low link reliability to the BN but magdhnically b.The BN running image 1 broadcasts the reboot
be considered within a single hop of the BN. If ateempt to command along with the user specified noderi its
reprogram a node within single hop of the BN buthwow one hop neighbors. The BN then reboots from image 0

link reliability, this may take considerable timedaenergy to c.Each node that receives the reboot command,
be reprogrammed defeating the purpose of single hop determines if the reboot command is targetedtto ilf
reprogramming. yes, it reboots from image 0. Otherwise, it igisore
B Desian A hof S the reboot command. So, only the nagleeboots from

: .gn pproac of Sream ) ) image 0 (Stream-RS) and is subsequently reprogramme

The main disadvantage of multi-hop reprogrammirgjStream-RS starts to reprogram the node(s) that has

protocols like Deluge, MNP and Freshet is the osath rebooted from image 0. Thus, Stream-RS which fates
involved in reprogramming. Each protocol transtelesentlre bulk of the reprogramming protocol does not neegyl an
reprogramming protocol image together with the neser  modification to support the single-hop mode of agien.
application image. Since the reprogramming pro®eoé of 4. Stream-RS uses the three way handshake method for

considerable complexity, the inflation in the prgrimage  reprogramming [5] where each node broadcasts the
size that gets transferred over the wireless medineneases  advertisement about the code pages that it hasnVithe

greatly. The idea in Stream is to have all nodgheémnetwork node hears the advertisement of newer data than it

be pre-installed with the Stream-ReprogrammingStppo currently has, it sends a request to the node tisivier
(Stream-RS) component that includes the completeiewer data. Then the advertising node broadcasts th
functionality for network reprogramming. Stream-RS  requested data. Each node maintains & sentaining the
installed as image 0. The application image augetemith  node ids of the nodes from which it has received th
the Stream-ApplicationSupport (Stream-AS) comporteat  requests.

provides minimal support for network reprogrammit®y 5 Once the node downloads the new user application
installed as image 1. The addition to the sizenefgrogram  completely, it performs a single-hop broadcastrof&K
image over the application image size with Stream i indicating it has completed downloading. In sinbtes
significantly less than for previous protocols. Whe new  reprogramming, only one node sends the ACK while in
program image is to be injected into the netwodk,t®®  multi-hop all nodes in the network are ultimately
nodes in the network running image 1 reboot froragen0  reprogrammed and send the ACK message.

and the new ime}ge is injectgd into the network giStream- &When a noden, receives the ACK from nodey, n,
RS. The new image again includes Stream-AS and femoves the id ofi, from the seS. Note that in multi-hop

3



reprogramming case, s8tis maintained by all the nodescode image, corresponding to the pages for whicbcitived

that are participating in sending code to any of itequests.

neighbors, while only the BN has a non-empty Seh V. MATHEMATICAL ANALYSIS

single hop reprogramming and it only contains thdenid . .

a. For the seSat a node A, the following invariant holds; _ Heéreé we present an approximate analysis of the
AS={x| REQ(x, A) = true ] ACK (x, A) = false} reprogramming time and energy for DStream-SHM and

This ensures that the sgfat a node A consists of the ids oPStreal:n—MHM for Iineﬁr aﬂd grid .net\évorks. For linea
those nodes to which it is currently sending cadgrhents. NEtWOrks, we assume that the spacing between agngec

The condition for a node A to reboot from the us&Pdes is equal to the transmission range and fai gr
application (image 1) is as follows: networks, it isv2 times the grid spacing. Let the application

AS = [ A #pages = Total number of pages consist opr_ pages vv_i'ghApkt pgckets per page. Leks_ and
The first condition is that A is not sending codeany node L= b€ the link reliability of single hop reprogrammiffor
and the second condition is that A itself has doaded all € link between the BN and the single node being
the pages of the application. reprogrammed) and multi-hop reprogramming (we assum

7.When the sef is empty and all the images are comple{%entical Iin_k_ reliability for all links) FeSPeC“"’y- LetP; be
(by complete we mean that all pages of all imagmmht e probability of successful transmission of akeaover a

been downloaded), the node reboots from image 1inSoSingle link, which is equal thes in single hop mode aridky
n multi-hop mode.

multi-hop case, at completion, the entire netwosk 1 _ _
reprogrammed and all nodes reboot from image thén A. Reprogramming Time

single hop case, the stis always empty for the node The reprogramming model that we use for the argigsi

that is reprogrammed and hence immediately afteraij approximation of the behavior of DStream. Weddithe
completes downloading the image, the nadgends ACK  time line into fixed-size rounds. The source senbs

and reboots from image 1. When the BN receives\DE  aqvertisement at the beginning of each round arel th

from the noden, it removes the id of node from its setS  destination, the one hop neighbor of the sourcettbars the
and reboots fromimage 1. advertisement, sends one request for each newtedveent
From the above discussion, it is clear that DStream received. We assume, for tractability of analysist the
provide both multi-hop and single hop reprogrammingyertisement and the request packets are relgdiyered.
features. If the user specifies the id of the nddebe This can be achieved in practice by either havirepparate
reprogrammed in the reboot command, DStream re@nogr control channel or by transmitting the control signmultiple
only the specified node (single hop reprogrammiBgsides times to give a desired reliability. If this assuip is not
this, the user can also specify an option (swittf) ®r trye, then the multi-hop reprogramming time we fisda
automatic  switching between single and multi-hoBwer bound. Once the source receives the regtiestiata
approaches. When this option is specified, DStrestants packets are sent immediately. If all the data peckea page
with multi-hop reprogramming. When a nodereceives a do not reach the destination, the remaining datkeia are
request from a node; for a page of the new image, keeps sent over the following one or more rounds. Theetifnis
track of how many packets are requested for thegzage in defined as the time to send a new advertisemeogjve a
the next request by,. This givesn, the estimate of the link request, and send all th,, packets of the page being
reliability betweem; andn,. If the estimated link reliability is gdvertised when the link reliability is 1.0. Thanmmber of
less than some threshold (user specified), a messagent rounds that it takes for all the packets in a pagee received
back to the BN informing it about the current lirliability 4t the destination is thus a random variable, ita,. The
betweem, andn,. The BN then forwards that message to thgobability of completing the upload of the enti@ge within
computer. This suggests the user to switch to siff@ip the kth round since the start of transmitting the pagéhés
reprogramming forny. In this way, nodes with low link propability that each packet in the page is sudakgs
qualities are reprogrammed using single hop metaod delivered withink rounds. Assuming independence of the
other nodes are reprogrammed using multi-hop method  |gsses of different packets within a page,

The details of the three way handshake (advertiseme K 7w
request-data) used by Stream-RS for reprogrammimg a P(N, Sk):[ZPs(l—PS)"l} 1)
explained in [3]. The operation of each node isiquic i=1
according to a fixed size time window. The firsttpaf the The expected number of rounds for successfullyisgral
window is for listening to advertisements and ressieand whole page is
sending advertisements. The second part of theomind for © ©
transmitting or receiving code corresponding to ribeeived E[N,] =Y i (N, =i) =) P(N, 2i) (2
requests. Within the first part of the time windoav,node i= i=1
randomly selects a time at which to send an achesrént N N N .
with meta-data containing the version number, thmlrer of EIN.] _;(1 PN, < I)) _;(1 P(N, <i 1)) (3)

complete pages it has, and the total number of pag¢he . A
image of this version. When the time to transmie th -~ < |
advertisement comes, the node sees whether it dwsl la EIN] -2[1{21'1(1"1) } ] (4)
threshold number of advertisements with identicatardata, cLoRs )
and if so, it suppresses the advertisement. Whesda hears ~ The code transmission is pipelined. That is, a nbotes
code that is newer than its own, it sends a reqgisesthat not have to completely download the new image Igefor
code and the lowest number page it needs. In ttendepart sending it to the next hop. As soon as the nodentiaals the
of the periodic window, the node transmits packeits the first page of the new application, it can send freege to the
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other nodes if it gets the request for that pageeSthe page For the linear topology, as the network size insesathe
transmission is pipelined, the expected numberoahds it multi-hop mode reprogramming is faster due to tipelming
takes to download the whole application at a fetiep away effect of multiple pages. However for the 5 nodéwoek,
is given by when the multi-hop link reliability is less tharBpsingle hop
E[N, ] =min {3 [N_ -1)+h),N Eh} E[N, ] (5) reprogramming is preferred from the delay pointiefv. For

o b P ' the grid topology, the reprogramming time of theltivhop

Here h.E[Nr] is the _number of rounds to download the firghqe is always better than that of the single hoderdue to
page 3.(Np-1).E[Nr] is the number of rounds to download thgy, factors— the spatial multiplexing and multiptedes

rest of the pages if the network spans across thare4 hops (eceiving the same single broadcast of the cod&epathe
because of two-hop interference effect on pipeginire. at gpatial multiplexing becomes more efficient wittcriasing

any point of time, if a node at héyreceives data from hdp  nepwork size, which explains the advantage of mhdp
1, no node at hop+1 can send data at the same time beca‘r‘%ﬁrogramming as network size increases.

of collision at hoph [3] . For networks with maximum hop
separation less than 4, there is no pipelining h&f tode R
transfer and\p.h.E[Nr] is the number of rounds to download —H—5
all the pages [3]. From Equation (4) and Equatin B

E[N, ] =min{30N, 1)+ h),N, [h} [

Z[ }EZLPS( }Ps)"'lrkl] ©

i=1

¢

@
i

i
T
I

w
T

Assuming maximum number of hops to g, and the
round time to beT,, the expected multi-hop reprogramming
time is

-—__-(
e

[N]

e

Relative reprogramming fime(s/m)
b
&

Toovewy =T, LEIN, h, ] (7) b o6 5 55 09
. . o . Link reliability LRM (line)
repll’:oogrr;nnzjll”ﬂi-rrl]gg r_eerOg;?]rgrtr;:ggg;ée;‘%"gnlzr?gtSt;ggg%gﬁﬁeé:igure 1. Relative reprogramming time (single hop : multi-hop)
2 ST ERS . ' function of link reliability for li topologi
Therefore, if there areN nodes in the network, the asafunction ot ink reiiability for linear topologies
reprogramming time for the single-hop mode is -

o
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For DStream-SHM, we find the time to reprogramrays
node and multiply that value by the number of noiethe
network. Note that we do not include the time reggiby the
user to move from one node to another because tsaeél

s
o

w
=
"

Relative reprogramming time(s/m)

: .
times differ from deployment to deployment. In arde e LT T
compare the single and multi-hop reprogramming difioe a 1 R T e : i
given sensor network deployment, one should adskttravel e — o >
times to the single hop reprogramming times meetiomn L 0.6 0.7 ne e

this paper. Alternatively, all nodes can be corently Link refiability LM (gri)

reprogrammed through multiple base stations at ghehni Figure 2. Relative reprogramming time (single hop : multi-hop)

resource cost. asafunction of link reliability for grid topologies
The relative reprogramming time of single-hop tattbf
multi-hop is given by B. Energy Cost
T _ Tovs) _ Let C be the energy cost of transmitting a single packet

conv(SIM) T

o The energy cost of receiving packets depends osgbeifics
conv(M

of the underlying application such as sleeping dutes.
i-1 i Apa Moreover, since receiving and idle listening halracest the
Les (1_ LRS)

i=1

(9) same energy cost, the energy overhead beyond packet
transmission can be directly computed from the

Nmpaéll—{

. i1 Ay reprogramming time. Hence, in this analysis, we tise
(3N, -1)+h, )Z 1- ZLRM(l_LRM)J‘l number of transmitted packets as a measure of the
=1 =1 reprogramming energy. The expected number of
Using Equation (9), Figure 1 and Figure 2 show tijgnsmissions over a link for a successful transiois of a
relative  reprogramming time (single hop/ multi-hog)2CketNre is -
respectively for linear and grid topologies as acfion Lry - -\ _ Pk =i
for different network sizes with.r=0.95, Np=12 pages, K= E[N,] Z[k[ﬂPs(l F) )] (10)
An=48 packetshye=N-1, for the line topology, wherH is
the number of nodes, arfimax = m-1 for the nxm grid
(ignoring the edge effects).

k=1 s
Let the redundant set at hbfbe S, where$§, is the set of
nodes at hop that can be reprogrammed by one node at hop
h-1. Let|S|| be the average size of the set. Moreovergdte
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the cardinality of the subset of nodes at lep that can
reprogram all the nodes at hbpThe additional energy cost
to reprogram all the nodes at hiogiven that all the nodes ai
hoph-1 have been reprogrammed is given by

£
- _ N, INy, [Clay, E
Eh—KDNpDNpM[G:Wh—T (11) 5
The total energy overhead of multi-hop reprograngnaith g
the nodes in a network with,, maximum number of hopsis =
h=hya h=npax N DN ‘:q: m %
Bw=2 E =2 {— S } (12 =
h=1 h=1 Lo . i .
For a linear topology afl nodes withR,, = d, whered the Link reliability LRM (Line)
spacing between nodes, aRy is the transmission range,rigyre 3. Relative energy overhead (single hop : multi-hop) asa
=1, §|=1, andh,,, =(N-1). For annxm grid topology, function of link reliability for linear topologies

ignoring edge effects, with = v2d,a,= {%W IS| =3, and

h..x = (M=1) (ignoring the edge effects). L, = Ayq + 1 +

E[N], where the second term is to account for tl

advertisement packet and the last term repredamsxpected

number of request packets to successfully trangraitvhole

page (Equation 4). For single-hop reprogrammig=Lgs),

the total energy to reprogram all the nodes isrglwe
_ N, [N, [CIN

Relative eneregy overhead(s/m)

s (13)
LRS
The relative energy consumption of single-hop tdtimu ;
hop reprogrammlng IS glven by' DD.S D.‘E D.I7 D.iEb 09
Link reliability LRM (grid)
E N, A, +1+Eg[N,]JICIN/L
Es/m =?S = e : EQN [q +ls+ E )N )EGZI]Z'S Figure 4. Relative energy overhead (single hop : multi-hop) asa
M Z p A wN ] h function of link reliability for grid topologies
= L3
© - As 14 V. EXPERIMENTS ANDRESULTS
NS A +1+ Y (1] S Lo (1-Lps)' ™ (14) ; ; i -
ra | Ao 21: s s (1~ Les) We implement DStream having both multi-hop and Ising
- "~ hop features using the nesC programming language in

Les As+1+3 DStream-SHM and DStream-MHM using both testbed

= experiments and simulations. The metrics that we s

h=1

h=hy, o i-1 ] TinyOS. In this section, we compare the performancé
(@) [ S fs)”]
j=1

) ) . compare single and multi-hop reprogramming appresctie
" Ulsmf.?rl] E?ua“?'nhmj we pIOtLrF({all\?mf/e el_nergy O\Qieéhe@é'programming time and energy.
single hop/ multi-hop) versus or linear andidg : N
topologies for different network sizes. Figure 8wh that the A Calculatpn of Reprogrammi n_g T'm_e and Energy
single hop mode is more efficient than the multpiaode for ~ For multi-hop reprogramming, time to reprogram the
the linear topology with link reliability less tha@.8. network is the time interval between the instgnivhen the
Moreover, the difference increases, in favor ofshmgle hop BN sends the first advertisement packet to thamist when
mode, as the network size increases. In linearldgjes, only the last node (the one which takes the longest time
one node can be satisfied by the transmission hyde and download the new application) completes downloadtimg
this negatively impacts the energy consumptiorhefrnulti- New application. Since clocks maintained by theesod the
hop mode. This is due to the low link reliabilitieith 5| =1 Network are not synchronized, we cannot take tfference
for the line topology. Figure 4 shows that for algopology, Petweent; andt,. Although a synchronization protocol can
almost irrespective of its size, the single hop enisibetter D& used to solve this issue, we do not use it iregperiments
when the link reliability is less than or equal@® and the because we do not want to add to the load in theank (due
multi-hop mode is better otherwise. Below multi-htipk 0 Synchronization messages) or the node (due & th
reliability of 0.8, a redundant set of si&]| = 3 is not enough Synchronization protocol). Instead we follow thdldwing
to compensate for the lower reliability, howeveérbécomes approach. When the BN sends the first advertisemacket,
enough for multi-hop link reliabilities of more th&.8. For a It reads its local clock and stores the currenalldmet, in
deployment with higher transmission ranges and ééigher 1tS external flash. Then it broadcasts a speciakgacalled
values of|S), the balance will shift in favor of muiti-hopthe Sync packet after putting its node id thesrc field of the
reprogramming. packet. It stores the tint¢ when the sync packet is sent (i.e.
when sendDone( ) event is signaled). Each node the
network stores the local tinig when it receives the first sync
packet. It also stores the id of the node from Whiceceived
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the first sync packet. Let us define a parent abdei to be packet is dropped. Otherwisenf andn, are neighborsn,
the nodej from which the node receives the first syncgenerates a random numberuniformly distributed in the
packet. Then the nodédroadcasts the sync packet (with its iohterval [0,1] and ifu<Lgy, then n; accepts the packet,
inserted into thesrc field) after random time uniformly otherwise the packet is dropped. This emulategmifit link
distributed between some inter@T). This is to avoid the reliabilities, since it is difficult to generate pximental
collision of the sync messages broadcast by diffen®@des conditions with exact link reliabilities. For theid) network
within the communication range of each other. Bynéthe used in our experiments, the transmission rdgef a node
nodei stores the timé, when it completes downloading allsatisfiesy2d < Ry < 2d, whered is the separation between the
the pages of the new image. Note that a naday receive two adjacent nodes in any row or column of the .gfiol the
many sync packets but it discards all of them eixtfep first linear networksd<Ry,<2d. For multi-hop reprogramming of
one. Also, a node sends a sync packet only onceth& grid network, a node situated at one corner ofgtlie: acts as
approach floods the sync packet across the networli the BN while the node at one end of the line is Bt for
controlled manner. LeR be the reprogramming time for dinear networks. For DStream-SHM, the link religtigibf the
nodei- the time interval between the instant when the Bdihgle wireless link from the user to the one ndwdéng
sends the first advertisement packet and the instaen the reprogrammed is kept constant (0.95) in the exparts In
nodei downloads the new code image completely. Let theactice, this is a high value since the user &rtigse to the
parent of the nodebei; whose parent is and so on, anil is node with the BN and there is no other transmisging on.

the BN. Reprogramming tinf for nodei is For example, in CSOnet networks, the sensor nodes a
P no . i situated on top of the traffic posts and the usergo close to
R =(t, —ty) + X (t; —t5) the traffic post to do single-hop reprogramminghaft node.
k=1

Since the base node is close to the node on ttiie past, the
link reliability between them is very high and céde
considered to be constant. In DStream-MHM, the link
reliabilities Lry of all links are identical and we vary it from
0.6 to 1.0 (perfect link).The link reliabilities ®lwn in Figure

5 are derived from data collected over a summeiogdry

: X X ' doing a ping test with two radios with no otheifftcain the

do not include the time required by the user to enfoum one CSOnet network. The values of link reliabilities @mg the

node to another since such travel times differsmfrq,,qoq \ary over different seasons of the year sed within
deployment to deployment. To compare the reprogi@@my,qe same “season, the current environmental conslitioay

tlmtes f(k)r dsmlgle andt multl-hr(])p ﬁjppg%aﬁ:wes f?r aegsltgtintshor change these values from one day to another. Seatsorks
network deployment, one should a ese lravesl € are well known to experience variation in link

zl?g:ﬁaPe?S, rtﬁgrorgggqgn;;ﬁmti'%ei fTﬁgt'ggggs'g;rTéﬂ?: qualities bo_th temporally_ z?\nd spat|all_y. The_ two CSOnet
concurrently through multiple base stations at ghéi networks (Figure 5) exhibit the spatial variatiof lok
qualities. This is just one time snapshot of teawork. The

resource cost. effect of temporal variation can also be studied tking
gf‘_ﬂonr? the varioufs factors that contribute to thergp another snapshot of the network (when link qualiteange

used In the process of reprogramming, two Impomaes are due to change in network conditions).

the amount of radio transmissions in the networdd &me Base node ? )

number of flash-writes (the downloaded applicat®written | EmNetl

to the external flash as image 1). Since the raditsmissions

are the major sources of energy consumption anduheer

of writes to the external Flash is the same intthe cases o

(DStream-SHM and DStream-MHM), we take the total

number of packets transmitted by all nodes in #tevork as Base node EmNet2

the measure of energy used in reprogramming. Ebening 95%

energy depends on two primary factors — the fgghe time

to complete reprogramming (which is already cajgtuneour

Reprogramming time for the network max(R) over all
nodes in the network.

For DStream-SHM, we calculate the timgdo reprogram a
single node using the same method as explaineceabawe
to reprogram the network using single hop methdg=i*ts
whereN is the number of nodes in the network. Of counse

95% 95% 60%  78% 90% 68% 99%

Q.
95% 68% 83% 95%

first metric) and the second is application politout setting 85%

the node off to sleep (which is not related to the

reprogramming protocol itself). The receiving eryeagd the Figure5: Two CSOnet networks: EmNet1 and EmNet2
listening energy are therefore neglected in théuetian.

B. Testbed Description C. Testbed Experiment Results

. . . . Figure 6-a and Figure 6-b compare the average
We perform the experiments using Mica2 nodes ha&'ngeprogramming time and energy for 2x2, 3x3 and g¥d

7.37 MHz, 8 bit microcontroller; 128KB of prograrmremory; . .
4KB of RAM; 512KB external flash and 916 MHz radig'eworks using DStream-SHM and DStream-MHM with

transceiver. Testbed experiments are performed tticee different values of link reliabilities. These figag show that

different network topologies: grid, linear and @t@€SOnet MUlti-nop réprogramming takes more time and eneigy
networks (Figure 5). For each network topology, dedine €Program the network if link reliability is decssal because
neighbors of a node, as those nodes which can receive tff more retransmissions (and hence more time) regor a
packets sent by,. In our testbed experiments, if a noge Packet to be su_ccessfully received t_)y the sensrd_m.riagure
receives a packet from a nodgwhich is not its neighbor, the6-a shows that in small networks<@in the experiment), for
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Figure 6: Testhed results. Reprogramming time for (a) grid, (c) linear and (€) CSOnet networks. Number of packets transmitted in
the network during reprogramming for (b) grid, (d) linear and (f) CSOnet networks. For grid and linear topologies, the leftmost bar
is reprogramming time for single hop and the remaining bar s are multi-hop reprogramming times with increasing link reliabilities.
Theorder of thelegendsisthe order of the barsfrom left to right.

Lrv<0.8, single hop reprogramming is faster than rmidp Further, spatial multiplexing helps to make repawmgming
reprogramming. However, for larger networks, DStreafaster but does not contribute in reducing theag@mming
MHM is always better for the range dfry (0.6-1.0) energy. As a result, as shown in Figure 6-d singbg
considered in these experiments. But it should ddechthat reprogramming is always more energy efficient tnaunti-
even in large grids, if we carry out the experirsefurr link hop reprogramming for linear networks. Since spatia
reliabilities less than 0.6, then below some vajusingle hop multiplexing of the code transfer is effective ftarger
becomes faster than multi-hop reprogramming. Figbue networks, multi-hop reprogramming incurs less detlagn
shows that there exists some value of link religbilzy >0.6 single hop reprogramming for large networks (foaraple in
for which multi-hop reprogramming takes less enetlggn Figure 6-c, for networks having at least 4 nodesybod link
single hop reprogramming. For good link reliakélj multi- reliabilities.

hop approach is faster and more energy efficieau thingle

hop because of the following reasons: 1) Multipg&ehing We can conclude that for linear networks (or neksor
nodes: In multi-hop reprogramming, a single broatichthe which are approximately linear, i.e. most of thede® have
data packet by a node can be received by all ighbers degree 2) single hop reprogramming is always moexgy
simultaneously. On the other hand, in single hé&fficient than multi-hop reprogramming and excegpt Yery
reprogramming, a single broadcast of the data p)a'[skehigh link reliabilities among the nodes, single hopthod is
received by only one node at a time. 2) Spatiatipiaking: also faster than multi-hop method. On the othedhanmulti-

In multi-hop reprogramming, spatial multiplexingtbe code hop reprogramming is faster and more energy efftcfer
transfer makes reprogramming faster. Note that iaﬂpalteasonable link reliabilites in grid networks, itthe
multiplexing contributes in reducing the reprogramgrtime, advantage increasing with network size. Howeversictam
not the energy. As link reliability decreases, thtference that for practical deployments other factors, sashtravel
between single and multi-hop approaches in termatihi times may be added to the cost of DStream-SHM.
reprogramming time and energy decreases and forr,, i ) ) )
single hop reprogramming becomes faster andrfer r, Figure 6-e and Figure 6-f compare reprogramminge tim
single hop reprogramming is more energy efficieAn E?r?NZ?ler?sy fac\)rI;L]Saiwge?v?o?;etrg;%?;ﬁrrg:j:gureerf?gye o
experimental observation is thatzr, in general; thus system . L .
designers have to make a decision depending orhwhétric EmNetl is always less for single hop case thantié-hop

) . cant del n i k80 th case. Reprogramming time of EmNetl is also lessifugle
IS moré important, energy or defay. in linéar nekso the hop reprogramming than multi-hop reprogramming beea
only advantage that multi-hop reprogramming has sirgle gme [ink reliabilities are very low (like 60% aB8%). Even

hop reprogramming is spatial multiplexing of thedeo though multi-hop reprogramming for EmNetl has the
transfer. By definition, a single broadcast carsaitsfy more advantage of spatial multiplexing of the code tfansvhich
than one node in linear networks and thus thisofacannot helps to reduce the reprogramming time, the disatdge due
provide an advantage to DStream-MHM. Hence as showno low link reliabilites outweighs this advantagé&or
Figure 6-c and Figure 6-d, the advantage of DStk EmNet2, multi-hop reprogramming is faster than keirigpp
over DStream-SHM is not as pronounced as in gridiorks.
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Figure 7: Simulation results. Reprogramming time as a function of network size for (a) linear and (c) grid networks (LRM=0.9).
Number of transmitted packets as a function of network size for (b) linear and (d) grid networks (LRM=0.9). For random
topology, (€) reprogramming time and (f) number of transmitted packets as a function of network density (LRM=0.9); (g)
Reprogramming time and (h) number of transmitted packets as a function of link reliability for 100-random topology (M ean
number of neighbors=8). The multi hop result bar isto theleft of the single hop result bar.

reprogramming because multiple listening nodesrearive multi-hop reprogramming is always faster and getiielb as
the single broadcast of the data packet simultssigcand the multi-hop link reliability increases-again due the
spatial multiplexing of the code transfer make ivuitp pipelining of the code in multi-hop reprogrammirggure 7-
reprogramming faster. The reprogramming energysiogle h shows that overhead energy of single hop repnogiag is
and multi-hop reprogramming are almost equal foNEt2.  lower than that of multi-hop reprogramming when tim
reliability is less than or equal to 0.7 and thdtirhop mode

Simulation Results is better otherwise. Below a link reliability of7) the number

We used TOSSIM simulator to examine the trend @f the nodes that can simultaneously receive tmglesi
overhead energy and reprogramming time for largeeds broadcast of the code packet is not enough to cosgpe for
networks beyond the size of our testbed. We perfotg¢ lower reliability. However, it becomes enough fink
simulations for three different network topologigsid, linear reliabilities of greater than 0.7. For a deploymeth higher

D.

and random. The random topology is generated bipumiy
distributing nodes with some given density overcaase
field. Figure 7-a to Figure 7-d compare DStream-SHivi
DStream-MHM for linear and grid networks witlyy = 0.9
and Lrs=0.95. These results confirm with the analyticadl a
testbed results.

Figure 7-e and Figure 7-f show the reprogramminget
and the overhead energy respectively as a funofioetwork
density (shown as number of neighbors per node)afo
random topology consisting of 100 nodes Wity = 0.9 and
Lrs=0.95. The figures show that the performance otirhglp
reprogramming improves as the network density ames.
This is due to the increase in the number of ndHat can
listen to the single broadcast of the code pacleetthe
network density increases. Figure 7-g and Figunesfiow the
reprogramming time and the overhead energy respdctas
a function of the multi-hop link reliability for aandom
topology with N = 100 andlzrs=0.95. Figure 7-g shows tha

9

transmission ranges, the balance will shift in fagbmulti-
hop reprogramming.
VI. CONCLUSION
Complementary to the prevalent idea explored ireless

I?eprogramming protocols, this paper posits thaglsirhop

reprogramming can be a better choice under spewtiwork
conditions. To identify the conditions which favsingle hop
rreprogramming, we performed mathematical analyssbed
experiments (including experiments on real-worlchsee
networks) and simulations. Using Equation (9) awogidfion
(14), we can approximately find under what valuédink
reliabilities, and redundancy in the network, stngbp can be
better than multi-hop method in terms of reprogramgnime
and/or energy. Further from our mathematical amslys
testbed experiments and simulations, we can prottde
following insights which can serve as a guidelire the
petwork-owner:



1) If the network is linear or approximately lineaingle hop [11] D.S.J. De Couto, D. Aguayo, B. A. Chambers and Rrrid,

reprogramming is favored in terms of energy.
2) For smaller linear networks, single hop is fagitan multi-
hop if link reliabilities are poor. Our testbed ukts show that

for a linear network consisting of 5 nodes, sirtgdg is faster (1]

if link reliability is less than 0.9. Even for lagnetworks, if
some of the links are very unreliable (as in theOG&

“Performance of multi-hop wireless networks: Shsirtgath is
not enough,” In Proceedings of the First Workshap Hot
Topics in Networks, Princeton, New Jersey, October
2002.ACM.

EPA, “Report to Congress: Impacts and Control oD8&nd
SSos”, August-2004,At:
http://cfpub.epa.gov/npdes/cso/cpolicy report20od.c

deployments), single hop can be faster than mali-h13] EPA, “National Pollutant Discharge Elimination Syst’,

reprogramming. However as the network size inciease

multi-hop improves relative to single hop since gtiping

becomes more efficient.

3) For non linear networks, unless the link relitibs are
very poor, multi-hop reprogramming is both more rgge
efficient and faster than single hop. But single li® worth

considering if some links are really unreliable

4) The exact cross-over link reliability below whisingle
hop outperforms multi-hop depends on what metricane
interested in. If it is reprogramming time, thee tiross-over
value is lower than that for reprogramming energy.

5) With increasing density, multi-hop performs betsince
more number of nodes can be satisfied by a singladgast
of the code image. Also, this reaffirms the claimStream
and Deluge that they are able to handle high nétdensities
by appropriate collision arbitration schemes.

We are performing work currently on supporting

reprogramming in heterogeneous networks, includiog

nodes that have multiple channels as in wirelesshme
networks. We are working on the problem of utilin
multiple wireless channels to make reprogrammingnev
faster.

(1

(2]

(3]

(4]

(5]

(6]

(7]

8l
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